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Predator Pramium Natlonal Suite

oty -
Commercial Proposal 1"‘:’.?,.-.2 l ntel | e Xa

1 Introduction

Dear Sir,

It is my sincere pleasure to submit to your agency this proposal for Intellexa’s Predator System for
remote & stealthy data-extraction from mobile devices. This proposal will outline the solution with its
main blocks:

» PredatorSystem for Active Cyber Intelligence: One Click infection via multiple attack vectors
and data extraction solutions for a variety of target Android and i0S devices

» 20 concurrent live ‘agents’ with a magazine of 400 successful infections.
» Geographic limitation— Only inside the country for local SIM cards on i05 or Android devices.

» Comprehensive Training: The praposed solution includes comprehensive training packages
alongside 24/7 remote support.

The purpose of this document is to provide a detailed product description atongside high-level
technical specifications which shall accompany the cemmercial proposal and its details,

This full technical details and project scope shall be detailed in a subsequent and agreed contract.

We thank you for evaluating our proposal.
Sincerely,
Intellexa Limited.

#% intellexa
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2 Price Proposal

u Description Price {EURQ)

i Remote Mobile Extraction Systam: 1 Included |
1-Click, browser-based capability to inject Android
& 105 payioad, for bath Android & i0S devices

| Remote Data

Extracticn from | Andrald Support: * 1
| Android & iOS Devices | *  Android 9-11
{OS Support: *
«  iOS latest version ({atast 14.3) + 12 months back
Agent Concurrency Scope: | 20

*  20Concurrent infections for hath OS family iOS | Total
and Android) (i.e. tota! of 20 infections which
may be split between i0$ and Android as per
the customer sole decision).

*  magazine of 400 successful infectians.

Geographical Limitations: 1
= Only inside the country for local SIM cards on
i0S or Android devices.
Delivery
4 | Hardware & Software | The entire Predator Sulte will be delivered turn-key: | 1 ‘ Included
* Al hardware, proprietary software and 3™
party software shall be provided by Intellexa.
uniess written sperifically otherwise under the
agreement. Cloud services, domains and
anonymization chain which will be provided
and managed by customer.
= Al installation shali be undertaken by (ntellexa
‘ personnel at customer designated site .
5 | Project Menagement | A complete project plan wili be provided by | 4 Included
| INTELLEXA to be approved and coordinated with the
customer:
= Delivery & Project Plan
| *  Final Design Review
«  Site Acceptance Testing {Customer site})
= Techniczl, operational and methodology
6 | Warrenty Twelve (12) manths Warsranty as further detailed 1 included
under section 2.2 helow.
7 | Total Prica € 13,600,000

* it is hereby clarified that any obligation and/or undertaking of Intellexa for supporting a specific
device and/or operational system version shall be delivered upon obtaining such capability within
Intellexa.

** Subject to any Covid-19 Restriction (as such term defined under the agreement).
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2.1 Training as Part of the Contract
. Training Descripticn

1 | Basic Training 1‘: Day Training (af Intellexa or Customer facility) | 4
* Technology training \
* Intelligence analysis training
* Upto 10tralnees ‘
2 | On-site Training 14 Day on-site training at customer facility** 1 |
= Operationat training in the field
* Lol use-cases & scenarios
« Upto 10 trainees
3 | quarterly Tralning 3 Day Quarterly Training (at Intellexa facility) ** 1
= CanOps Development
= Mission Debriefs (redacted)
“Latest and Greatest” updates

** Subject to any Covid-19 Restriction (as such term defined under the agreement).

intellexa

Price (EURO)

Included

Included

Included

2.2 Warranty & Maintenance as Part of the Contract

Warranty & =it y
! Description aTy Price (EURD)
Maintenance

1 | 12 Month Warranty Complete warranty and support for 1 year after 4 \
comptetion of solution delivery to customer.
Warranty includes:
* Major and minor updates and upgrades
* Bug-fixes and technical-support
2 24/7 Support 24/7 Operational and Technical Suppart 1
= Ticketing and escalatfon
= Technical troubleshooting
* Operational use-case support

2.3 Optional Products & Services

1 | Year 2+ Optional | Optional maintenance contract for the second year
Maintenance Contract | induding alf services and SLA of the Warrapty year.
2 | i0S persistency Boat-Persistency

«  Predator agent will survive phone shut-down
and re-boot.
*  Predator agent will not survive factory reset
*  Persistency method will not prevent version |
updates on the device.
Effects of version updates on persistency may vary
| and shall be reflected In SLA commliment
3 | Additional attack Magazine of 100 infections
| magazine
4 | International numbers | Qutside the country
5 | Ultra-long-Range Wi- | Man-portable Wi-Fi interception backpack, Zero-
Fi Backpack | Click ability to inject Predator-Suite of Android & iOS
payload |
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Included

included

25% of Contract
{Per Year)

€ 2,400,000

€ 500,000

€ 3,500,000
€ 950,000
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6 | SpearHead 360 An end-to-end WI-Fi Intelligence solution, mounted € 4,500,000

on a covert mission vehicle.

2.4 Predator Suite Payment Terms

- Milestone Description Payment %

1 Down Payment | 50%
2 | Delivery of Associated Hardware to Dasignated Site 40%
3 Completion of Site Acceptanca Testing 10%
4  Total ' 100%

2.5 General Terms & Conditions

% All hardware and software shall be delivered to customer within ninety (90) days of receipt of
down payment.

¥ Delivery is subject to export and/or import control certification by the relevant European
authorities, as applicable

¥ Installation and Configuration at customer designated facility (subject to any Covid-19
Restriction {as such term defined under the agreement) may take up to two (2) weeks.

» Intellexa shall submit to custamer an invoice for each payment milestone,

> Basic Training course shall commence upan completion of installation at customer facility
{subject to any Covid-19 Restriction {as such term defined under the agreement),

# All payments and charges shall be made in Euros [€}.

¥ Delivery method: is Delivery at Terminal (DAT) - at customer designated terminal.

» alt software shall become fully operational (official commissioning) upon receipt of all
milestone payments.

2.6 Proposal Validity

» This propesal is valid through 31.03.2021.
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3 Appendix A- Supported Devices

The following supported devices list includes devices which are supported by Intellexa’s Predator
solution and can be productized 10 a solution. Productization of devices to be supported by Intellexa’s
Predator solution is based on customers’ requests, and subiject to final written approval of Intellexa,

It is hereby clarified that the Predator solution capabilities detailed under the technical proposal, can
be varies between the different devices listed below.

3.1iPhone Devices*

Brand Device 0S Version Device Released
12 Pro-Max October 20
12 Pro October 20
12 October 20
SE May 20
11 Pro-Max September 19
11Pro September 19
11 September 19

Apple | XS Max 7 | 13.x to 14.x (latest) October 18
XS September 18
X September 18
XR November 17
8+ September 17
8 September 17
7+ September 16
7 September 16

3.2 Samsung Devices*

Brand Device OS Version Device Released
Note20 Android 10 August 20
$20+5G Android 10 Fefrruary 20
520 Android 10 February 20
S205G Android 10 ) February 20
520+ Android 10 February 20
§20 Ultra Android 10 February 20

Samsung -
MS51 Android 10 March 20
M31 Android 10 March 20
M30 Android 9-10 January 19
BM30s Android 9 September 19
M21 Android 10 March 20
M20 Android 9-10 January 19
Proprietary & Confidential
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510 5G Android 9-10 February 19
$10 Android 9-10 February 19
510+ Android 9-10 February 19
$10e Android 9-10 February 19
[ Notel0 Android 9-10 August 19
NotelO+ Android 9-10 August 13
AlO Android 3-10 February 19
AlQe Android 9 Juty 19
A20e Android 9-10 April 19
A30s Android 9-10 August 19
ASOs Android 9-10 August 19
M10 Android 9 January 19
M10s Android 9 January 19
59 Android 9-10 February 18
$9+ Android 9-10 February 18
Noted Android 9-10 Aug 18
S8 Android 9 March 17
S8+ Android 9 March 17
Note8 Android 9-10 December 17
A51 Android 10 December 19
ALO Android 9-10 March 15
Adl Android 10 March 20
A40 Android 9 March 19
A20 Android 9 March 18
3.3 Huawei Devices*
Brand Device 0OS Version Device Released
P40 Pro+ Android 10 March 20
P40 Android 10 March 20
P40 Pro Android 10 March 20
P30 Android 9-10 March 19
P30 Pro Android 9-10 March 19
P30 Lite Android 3-10 March 19
. | Mate X5 Android 10 February 20
Huawei -
Mate 30 Android 10 September 19
Mate 30 Pro Androeid 10 September 19
Mate 30 Pro 5G Android 10 September 19
Mate 20 Android 9 October 18
Mate 20 Pro Android 9 October 18
P20 Android 8 March 18
P20 lite Android 9 March 18
Proprietary & Canfidantia!
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P20 Pro Android 9-10 March 18

P10 Android 9 February 17
P10 Plus Android 9 February 17
Mate X Android 9 February 17
Mate 10 Android 9 October 17
Mate 10 Pro Android 9 October 17

e
‘e
-

ntellexa

* it is hereby clarified that any commitment of intellexa ta support the devices listed above, shail be
valid as long as such devices contzin mainstream Android distribution and google store and google

play services.
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